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1. Ewcayoyn

With the evolution of the internet and the expansion of computer networks, network
security is becoming one of the most important factors for companies to consider. By
increasing network security, you decrease the chance of privacy spoofing, identity or
information theft and so on. Hacker tools have become more and more sophisticated,
intelligence is no longer a requirement to hack someone’s computer or server. Of course,
there are individuals that have developed sophisticated skills and know how to breach
into a user’s privacy in several ways, but these types of individuals are less common than
in the past.

Today, most malicious users do not possess a high level of programming skills and
instead make use of tools available on the Internet. There are several stages that an
attacker has to pass through to successfully carry out an attack. Originally, the term
hacker defined an individual who possessed strong programing skills and was involved in
developing new ways to protect networks against
attacks. These days, a hacker is more commonly
known as someone that uses computing skills to break
into someone’s account or computer and compromise
their private information. You’ve probably heard
other terms that define such individuals like cracker,
black hat, phreaker, spammer or phisher.

D1iD 1 - All these terms define a person that uses his or her
' g computing skills to steal important data. These
0000112300 individuals use different techniques that define them

as a malicious user. For example, a spammer is
someone who uses email services to send malicious
emails that often carry viruses. A phisher is an
individual who’s specialized in duplicating real
content like emails, websites or services, in order to
trick a user into providing confidential information.







Me 1 €&éMEn tov Internet kot v €£omMA®ON TOV OIKTVOV VTOAOYIOT®OV, #
OlAOIKTVOKY AOPdAEle  YIVETOL OO KOl TEPIGGOTEPO £VAG GO TOLG MO CNUAVTIKOVS
TOPAYOVTES YL TIG EMXEPNOELS. AVEAVOVTAG TN OIKTVOKY OCQAAELN, HEWOVOVUE TIG
mBovotnTeg Tov privacy spoofing, identity theft ktA. Ta epyaieia tav ybKep yivovtor 6A0
Kol To erloconuéva pépa e tn pEpa, ov eivon mAéov amapaitnteg Pabiég teyvikég
YVOOELS Yo vo mpaypatomoindel o enibeon oe Evav vmoloyiom 1 éva server. Duoikd
B vrdpyovv dropa to omoic B Exovv avamTLEEL PLAOGOPNUEVEG TEXVIKES Kot O
yvopilovv TOS Vo EIY®PICGOLV GTU TPOCSMOTIKE OedoUEVOL VOGS YPNOTN LE OLAPOPOVG
TPOTOVG, OAAG aVTA To dTopa givol AydTEPO CLUVNOIGUEVA OTIC HEPES LG ATO OTL GTO
TopeLOOV.

INuepo ot mEPLOCOTEPOL  KOKOPBOLAOL yYpNOTEG Oev  KATEYOLV VLYNAO  emimedo
TPOYPOULLUATICTIKOV  IKOVOTNTOV KOl EVOVTL OLTOD KOVOLV YPNoN TOV  ETOY®V
EPAPLOY®V OV vIhpyovv dwbéoipa 6to Aadiktvo. Ymapyovve mOAAG emimedo péca
amd to omoia o mpémel vo mepAceEl O €GPOAELAG  YlOL VO UTOPECEL EMTLYMG VO
TPOYUATOTOMOEL [ emifeom. Apyikd o 6pog xakep Opile €va drtopo 10 omoio Kateiye
SVVATEG TPOYPOUUUATIOTIKEG YVAOOELS KOl GUYVE TPpootafovse v avartHEel Kovovplovg
TPOTOVG TTpooTaTiOG amd OkTLOKEG emBécels. AvTtég TIg HEPES 0 OPOg YaKep €lvar o
YVOOTOG GOV KATO10G TOV YPNCLOTOLEL YVAOGELS TANPOPOPIKNG MOTE VAL EIGYMPTCEL GTO
AOYOPLOGUO 1) GTOV VITOAOYIOTY] EVOG YPNOTI KOt VO KAEYEL VO TPOCMOTLKA TOVG dEGOUEVAL.
[MBavac va €xete axkovoel Kot GAAOVS 0povg ot omoiot opilovv T€Toov €00V GTopa
omwg cracker, black hat, phreaker, spammer 1 phisher.

O)ot ool o1 6pot EYovV va KAVOLV [E avOPOTOVS TOV YPNGLLOTOLOVV TIC VITOAOYLIOTIKEG
KO TPOYPOLUOATIOTIKEG TOVS YVAGELG Y10 VO KAEWYOLV O UOVTIKG dedopéva. Avtd ta
GTOLLO YPNGHOTOLOVV SLUPOPETIKEG TEXVIKES O1 OTOTEG TOVS KOTIYOPLOTOLOVV (G
Kakofovrovg ypnotes. o mapddetypo o spammer givat KATO10¢ w00 XPNGLUOTOLEL TO
email kdmolov GAAOV Yl va oteidovy kaAdBovia email T omoiot GLYVA TEPLEYOVV 10VG.
O phisher givatr éva GTopo TOL EIGIKEVETAN GTO VO OVTLYPAPEL TPOYLLATIKO DAKO OTMG
email, websites, services, yio va KOpoidEWEL £va ypNOTI GTO VO TOL TOPUYWOPTGEL
evaicOnta dedopéva.






1.1 Mo cOovTopn avadpopr] TOV ETLKOLVOVIOK®OV GUGTINLAT®OV

O avBpomog amd Ta apyaio xpdvia TG 1otopiag Tov NPde AVTIHETOTOS e Eva and Ta To
Boaowd mpoPAnuato: T petdadoon g mAnpopopiag. H onpovpyla evdg tpodmov
emkowvoviog nTov avaykaio. H yvoon piog mAnpogopiog kot 1 duvatdtnTo LETAo0oN NG
amd €vo Atopo oe éva GAAO Kol oTn ovvéxelw amd €va onueio oe €va Al
amopokpvouévo frav {otikng onpacioc.  Iotopikd  Aowwdév  amdé 10 3500 w.X.
avartoydnke N YAOGGO Kol CYHOTO KOTVOL Kol TOUTOVO XPNCIHOTOmOnKay yio tnv
emuowvaovio €&’ anootdoews. Ilept to 1500m.X. o1 mOMGTIOUOL TNG WEGNG OVOTOANG
avémTuEav TIg apykés popeég g aipapntov. Ilepimov 1000 ypdvia péta PAémovpe ™
YPNOM TAYLOOUKADOV TEPIGTEPLOV 6TOVS OAvpuTIoKoVG Aymves. 105u.X. avakaidednke o
yopti ommv Kiva oand tov Ts’ai Lun evd mold apydtepa to 1440u.X. o T'eppovog
Johannes Gutenberg avokdAvye T0 TPAOTO CHOTNUA EKTVIOCEMG LE KIVNTE TUTOYPAPIKE
ototyela, mov gival yvwotd oto dutikd KOcopo. O I'dAhog Blaise Pascal avémtuée to

1600p.X. TpOTLTO VTOAOYIGTIKMY UNYOVAV, TOL 00N YNGaV 6TOVG onpeptvovg H/Y.
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To 1821 o Charles Wheatstone avomapdyet Nxo 6€ £va TP®OTOYOVO HOLGIKO KOLTL TO
1821 10 mWpdTO HIKPOPOVO £pevpébnke. 1830: O Apepwkdvog emoTiUovog Kot
kafnynmgc Joseph Henry petddmoe 10 mPdTO MAEKTPIKO ONUOL  Oeiyvoviag TmG
0 NAEKTPOUAYVNTIGHOG UTTOpPEl Vo KAvel TOAD  meplocdtepo. amd v Onuovpyio
NAEKTPIKOD PEVUATOG Kol TNV avOy®on eopTiov. 7 ypovio petd o Morse Kavel dnpoota
enidelEn tov mAEypagod tov. 1843: Emwvondnke 1o FAX and tov Xxkwtcélo
evoikd Alexander Bain. 1864: O Ayylog James Clerk Maxwell dietdnwoe pia Osmpio
nepl nAektpopayvnticpov. H Besmpia avtr €0eoe 11g PAcelS Yo ™MV avaKaAvyn Tov
padtopavov. 1876: O Apepwavog Alexander Graham Bell katoyvpwoe pe dimiopo
evpeoteyviag 10 MAépwvo. 1877: O Thomas A. Edison «atoyvpwoe pe dimiopa
evpeotteyviag to0 @ovoypheo. 1930:I'eppavol pnyovikoi epndpav to HOYVNTOP®VO
(xataypaery Nyov oe towvieg). 1944:H etoupia IBM koatackebooce tov vIoAOYloTh|
Harvard Mark 1. 1947:0v Apepwcavoi John Bardeen, Walter Brattain kon William
Shockley epnopav 10 Tpaviictop 7y Aoyopiacpd tng etaipeiog Bell Telephone
Laboratories.1947:0 Bpetovog unyovikdg Dennis Gabor epnope v oroypooeio. 1950:ta

TNAEOTTIKA SIKTLO EMYELPOVV TIG TPAOTEG ParyynTookonoels (videotape). 1952:

H Ionovikny etapeio SONY mpowbei oty ayopd 1o mpdta padidemva tpoviictop
toénng. 1978:0 Movowkog Opyaviopog g Apepikng (MCA) mpowbetl oty ayopd Tig
npmteg 50 ocvokevég mov mailovv omrtikovg diokovg (videodisk), mov otV Apepikn
kootilovv 20.000 doAdpro M wéOe pio. 1982:H lomwvikn etapeio Hattari-Seiko

Kataokevalel TV eninedn 006vn ypnopomoimvtag texvoroyia vypav dddwv (LCD).
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1983:Eicdyovtor 610 gumdplo ot mpdtor cvumnkvol dickor (CD).1988:Epgvvntéc oto
M.LT. (Texyvoroywod Ivotitovto ™G Macoayovsétng) avamtuccovy Evav TPOTO Vo
GUUTVKVAOVOLV EIKOVEG TTOL OlapkoVV PEYPL Hio dpa 6€ £vOV TTLUKTO OI0KO 7OV TOV
avaeEéPouy ®¢ “Kivnuatoypdeo g toénns’. 1988:Eykabictatol 1o mpdto thAepmvikd
KOA®O10 pe onTikég tveg mov dwaoyilel Tov Athavtikd. Kootilel 362 kat.00Adpio Kot pe
avtd upmopovv va yivoov 40.000 miepovikés ocuvvolorEEels tavtoypova. 1989: O
Apepucdvog Nube, KaTOGKEVAOTNG VITEPVTOAOYIGTAOV AVAKOTVOGE OTL el avamTvEel pia

U0V TOL UTOPEL VO EKTEAECEL 27 010. VTTOAOYIGLOVG TO OEVTEPOAETTO
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1.2 O porog TAOV IKTVOV ETLKOLVOVIOK®OV GUGTNNATOV

e OLlKOVOULIKT] TOPOYOYLKOTNTO

Ta diktva emttpémovy ) d1EBv] emKovmvia Pe Tovg TPOUNBELTEG, TOVG TEAATES Kot
Ao evoapepopevo pépn. Ta diktva pmopodv vo cuoppdiovv 6to dvorypa HalKov,
TOYKOGUL®MV 0yOP®V OTIG OVATTUGOOUEVES XDpes. Avtd PéPora eyeipel To eaoua g
peioong tov obdv Kot v KotaoTtpoen Tov TEPPAAAOVIOS GTo avamTuyéva £0vn.
XTI avomTuypéveg yopeg o mpémel vo emonudvovpe TG OETIKEG EMATOOCEL -
meplooOTEPEG  evkaupleg  emEVOLCE®V Kol gumopiov, v avénom g
OTOTEAEGUATIKOTNTOG, TO YOUNAGTEPO KOGTOG TV ayofdv Kol TOV VANPECIOV
Tavtoypova, Oa mpémel va vdpEel PEPLUVA V1oL TIG APVNTIKEG CUVETEIEG EMOIOKOVTOG

d1efv mep1PaAlovTikd Kot EpyasioKkd TPOTLTA.

e Exmaidesvon

Ta TAEOVEKTAHOTO TOV SIKTVOV GTNV OKAOTUOIKT] KOWVOTNTA VOl TPOQeOv) — Ot
Bacelc d0edopEVmVY elvar KOvEG, Ol EpYOGIES avapTOVTOL 6TO d1adikTVO Kot GyoAalovral,
N épevva  avVATTOGOETAL € CLVEPYAOIEG Kol av&aveTal 1 debvig emkovovia PeTaEy
TOVETIGTN OV Kol OTOVIOUGTAOV.
2115 apyEG TOL oUDVA, 1 EPELVO GLYKEVIPMVETOL 0 Alya kévipa. Me v aviantuén twv
dwtoov tov H/Y avénbnke n oebvig emkowvovio - meplodikd Kol cuvédplo — Kot

00N YNGE GTNV TOYKOGHLO SLOGTOPA TNG EPEVVOLC.
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o ®dpovtido Yyseiog

BAémovpe, emiong, v €@appoyn TtV SIKTOOV GTNV LYEWOVOKY TEPIBailym oTig
OVOTTTUGGOEVEG YMDPEG: M TTOLPOYN TOL NAEKTPOVIKOV TAYLOPOUEIOD, TOV NAEKTPOVIKAOV
exdocewv , M mpocPacrn oe Pdoelg dedopévov, N €€ amooTACEMS EKTOIOELOT, Ol
oLUPoVAEVTIKEG VINPETiEG HECH ALaOIKTOOV KOl VITOGTNPLEN, KOl 1] cuvepyacio HeTa&d
Bprodnkodv. Ot niextpovikol @akeAol avTiKaOIGTOOV TOVG GULUPBOTIKOVS PAKEAOVG.
Emitpémouv v nAeKTPOVIKT amoONKeLOT ,avAKTNOT KOl TPOTOTTOINGT TOV TANPOPOPLOV
TV 0c0evev Kot o1 1Tpikég vanpecies / TUNHATO UopodV va cuvepyalovial Le GKOTO

TNV KOADTEPT TOPOYN WTPIKNG PPOVTIOOC.

Tao Tpupata Aktivoroyiog amodnkevovy NAEKTPOVIKA , peavifovy Kot PHETAPEPOVY
HEYAAES YNOOKES EIKOVEG GE OMOLOONTOTE OpYaVIGUO M vanpecia arorteitol.Ol wrpol
UTTOPOVV YPNCLOTOLOVTOG VITOAOYICTN] GTO OTITL TOVG VO OTOKTGOVV TTPOcPaoct oto
CPOE (Computerized Physician Order Entry) kot va emikotvovicouy HEc® Tov SIKTHOL
He wTpkd Tunpoto divovtog odnyieg aywyng yio cuykekpipévo acbevi). Mmopet kaveig
Vo QOVTOOTEL TOALEG EPAPUOYEG SIKTOMONG GTOV TOUEN TNG VYEIOG OE [ YDPO GOV TNV
KovBa 1 v Kiva, 6mov «Eumoéivtor yotpoi» kot AvOpOTOl TapaiaTpik®dV VAN PECLOV

VINPETOVV PTMYEG KOWVOTNTES KO ALY POTIKES TEPLOYES.
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o Anpokpatio Kol 1o AvOpomive AltkolOpota

Ta dikTva cvvelsEEPoLV 6T dNpokpation TapEyovtas oTovg avlpmdmovg mov Lovv
KAT® amd JKTOTOPIKA KOOESTOTO  TANPOQPOPieg Kot 106eg, KOL TN OLVATOTNTO VO
cvuvtovicovy TV mOMTIKY]  Opaoctnpotnta  gvidg twv  gBvav  TouG.
O Kedzie mapovcialel por moAVUETOPANT OTATIOTIKY] OVAALGT, 1 omoia Ogiyvel OtTL N
draoHvdeon givar KaADTEPOG TPOYVAOSTIKOG OeikTng TG dnpokpatiog and 10 oyoleio, To
AEII, to mpocdokipo Cmng, v €Bvikn opoloyéveln 131g o TEPLOYEG AVASVOUEVNG
onpokpoatioc. KataAnyer oto ovumépacpo 01t «n mo mhov oyéon petald g
oNuokpotiog Kot TG OIKTLVOUEVNG emKowmviag (Kot 1omg Kot NG OKOVOUIKNG
avantuéng) pumopel va etvar £vag EVAPETOG KUKAOG te BeTkEG avaTpOPOSOTNOELS KO OTIG
dvo KatevBovoelg'.
[ToAAéG opyavdGelg Tov VTOoTNPILoVY TO AVOPMOTIVO STKOLMUOTO KoL T1 ONUOKPOTIO OTIG
OVOTITUGGOUEVEG YDPEG YPNOLOTOI0VV T0 AtadikTvo. O XOAAoyog yia v TIpoodevtikng
Enwcowmviag (APC), éxet nyetikn 6€om oe avtr| v npoondOeia amd o 1989, cuvrovilet
TN AELITOLPYiR KO TNV OVATTLEN TOV OIKTVMV APIEPOUEVAOV GTNV EPNVT, TNV OIKOAOYiN
Kot to. avOpomva dikoaudpata. And tov Zentepppro tov 1995, n APC unopet va €xet Evav
pévpo avtumpoécsono otov OHE, kot 1o dwkaiopa vo vroaiet ypantég SNADGELS TPOG TO
ovpPodAlo, Ko vo mpoteivel Bpata oty nuepnola ditaln yw v e&étaon and 1O

Yvppodio .
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o Ilowtnto Zong

‘Exovpe ™ pomavon tov mepifdAioviog Ko meplopiopéveg mnyég evépyetag.H
e€AMAOON TOV SIKTOOV HOG EMTPENEL VO VTOKATOGTIGEL 1] EMKOIVOVIN TIG LETOUPOPEC.
To mo onpavtikd eivor 6TL o1 dvBpwmor g vaifpov dev ypetdleTar vo pHeTaKvnOovv.
Ot avBpmmol cuppéovv oTIg TOAELS o€ avalTnon KAAVTEPNG EKTAIOEVONG, VYEIOVOUIKTG
nepiBoiymg, Kot amacyoAnons. Me v avéyepon Opmg vepPoikov aplBpov  YnAdv
KTpiov 10 mepiPaiiov vmofabuileton kor  gugovifovior ol TOPEVEPYEEG TNG
0OTIKOTTOINOMG OGS 1 KLKAOPOPLOKT GLUEOPNON Kot 1 oOENCT TG EYKANLATIKOTITOG
. Av ot ovvinkeg g aypotikng Cong PeAtiwBodv, Aydtepor Bo  oucBhvovton
VIOYPEDUEVOL VO LETOKIYNOOVV OG0T HEYAAN OOTIKG KEVTPO. Oa pumopovoe N Xpnom TV
SIKTO®V VO TEPLOPIGEL TV ACTIKOTOIN O], TOPEYOVTAG TAEOVEKTLOTA OTIG LKPEG TOAELS
Kot oTig aypotikég mepoyéc; H aypotikr) (oM pmopel va givon emBountn dv emiéyeton
erevBepa, avti va emPdiieton and v avdykn. H emioyn npobmobétel nv avamtuén g
TEYVOAOYIOG TOV  EMKOWOVIOV Tov Olevpiivel Tovg opilovteg kot  pag Pondba oty

KaAVTEPN ToLdTNTO CON|G.
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1.3 Xxkomdég TG gpyaciag

O Paowkdg otd)0g TG epyaciog ivor 1 VAOTOINGN €vOg GLGTNUATOS AGPAAEING
YOPOL HE TN YpNon acvpuatev actnmpov Sun Spot. Metd v 0AOKANP®OGON TOL

oLGTNUATOC, Ba Yivel avdAvon TV OmOTEAECUATOV OG TPOS TNV ATOS0TIKOTNTO TOV.
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2. AcVppator aredntypeg Sun SPOT

2.1 Ewoayoyikd

Inuepa, o StadikTvo amoteAEitanl amd EKATOUNDPLO VTOAOYIOTEG, OU®MG 1 eHoN
Tov aALAlel kabnpepvd. N€ot THmol cuokeL®V apyilovy Vo GUVIEOVTUL HEPQ LE TN HEPOL
070 J1diKTLO. AVTOKIVTA, WTPLIKEG CLOKEVES, TTatyvidw Bo pmopovv vo dwyepilovron
Kot vo eEAEyyouv dedopéva HETa&D Toug aAAd Kot ave Tov KOGHO. AVTEG 01 GLOKEVEG O
Eemepdoovy Katd ToAD Tov aplud TV péxpl Tpa vroAoylotdv. Hon dioekatoppvpla
KIVNTA pe AOYIoUIKO java emkowvovodv petald tovg oe kabnuepvn Bdaon. TlpoPArénetan,
Koo LEPOL 6TO KOVTIVO PEAAOV VO ETIKOIVOVOUY HETOED TOVG TPLCEKATOUUDPLO TETOIWV

GLOKELDV.
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free-range SunSpot

H02.15.4 radio

free-range SunSpot L

USE

B02.15.4 radia .

B02.15.4 radio
free-range SunSpot

nepthopfaver oyt puovo

OVTOAAGGOVV

Host

Ta
ypovia, M eToupia
Sun mwicteve OTL
g pépo To
whvta Ba  elvon
KOULUATL TOV
vinternet.  Avtd
T0 OpOUd, TOV
O @V

«internet

TOV TPOYHATOV>»

voAoylotég mov Ba  emwowveovovv  petafh tovg kot Oa

dedopéva, oAAG Ba eivor OAo ovvdedepéva petald tovg oo Ba

EMKOWVOVODV GLVEXMDS. AvTokivnTa, dlKuKAN, KIVITO, EVOOUATOUEVE GUGTILOTO OKOLT

Kot 0évrpa Ba LTopovv vor GLALEYOLV Kot va Tapadidoovy aueidpopa TAnpopopies LEGM

OVTMOV TOV CUCKELAOV.
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ANATOMY OF A

SuNSPOT

SUNROOF

SENSOR
BOARD

PROCESSOR
BOARD

BATTERY

Ta tedevtaio,
xpovia. n SUN éyer fale
oToY0 VO ONULOVPYNOEL
&va OIKTDO VTOOOUNS aTE
vo.  yewpiletor  ueyalieg
TOGOTNTES oedoUEVV
oovielég  onladn  mov
UTOpEL Vo, eITELETEL EVAS
server,  &va  aboTHUO
omoOnkevong oedousvay ,
Aoyiouiko olayeipions
0edOUEVY Kai mael
Aéyovrag. Kot topa ue ta
SUN SPOT(Small
Programmable Object
Technology) éva
TEYVOLOYIKO EYYEIpNUa TS
SUN kortapepe vo, ovth
™V EUTVELGN VO TV
EVOOPKOTEL oe o

OVOKEDT].
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2.2 T'evika

Ta Sun SPOT (Sun Small Programmable Object Technology) eivot
npoypappatiiopevol (NetBeans, Eclipse K.0.) acOppotol aicOnTipeg ot
omoiot aventuyOnoav and ™ Sun Microsystems.

Baoifovtot 610 Tpwtdkorro IEEE 802.15.4

Eivon ytiopéva pe to Squawk Java Virtual Machine

O1 otaBpoi Baong (base station) umwopodv vo YpNGLUOTOOVV OTOLUONTTOTE

Biprobnkn Java

Ot otaBupoi ehevBepng mepoyng owbétovv acbntipeg QoTVOTNTOG,

Bepurokpaciog Kot emttéyvvong
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2.3 Teyvika yopoKTNPLOTIKA

Processing

e 180 MHz 32 bit ARM920T core - 512K RAM - 4M Flash
e 2.4 GHz IEEE 802.15.4 radio with integrated antenna
e ATO1 timer chip

« USB interface

Sensor Board

e 2G/6G three-axis accelerometer
e Temperature sensor

o Light sensor

e 8 tri-color LEDs

e 6 analog inputs

e 2 momentary switches

e 5 general purpose I/O pins and 4 high current output pins
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Battery

e 3.7V rechargeable 750 mAh lithium-ion battery
e 30 uA deep sleep mode

e Automatic battery management provided by the software

Network

o IEEE 802.15.4 Wireless Protocol

Security

e Optimized implementations of RSA and Elliptic Curve Cryptography (ECC)
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[Meprfpdrrov Xerpiopov

Bdalovtag ™ mhatpoppa tov SunSPOT mave oe teyvoloyio java yivetor mio
€0KOAO VO Ypapel KOJKAG Ylo. UIKPES OGVPUOTEG GLOKEVEG alcOnTpwv Kol GAA®V
NAEKTPOVIKOV cLoKEL®V Kotavaiwons. 'Etot, ot developers umopodv va ypayouv éva
TPOYPOUUO GE java, VO TO QOPTAOCGOLV GE W10 CLOKELN Vo TOo TPEEOLY Kot v Bpovv
COAALLATO GTOV KOOWKO. XPNCLUOTOOVTAG java eival ETioNG EVKOAOTEPO VO LETAPEPOVLE
EQOPUOYEG HETAED TOV JAPOP®V TAUTPOPU®V Kal 01 cuokevég SunSPOT npocpépovv
Ho Kpn, EVEMKTY acVPpUAT) TAATQOPUO DOGTE v TomofetnBobv avTég o1 ePapurOYEC.
Mo T exatoppdpla TV xpnot@v mov yewpilovrar kot ypdoovv kddwka oe JAVA pécm

OVTYG TNG GLGKELNG UTOPOVV VO EMLTVYOVY APKETE TPy LT
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Xpioipo Aoyiopiké yroe Sun SPOT Xvokegvég

Ot ovokevég mov ypnopomoovv JAVA glval yvootég yioo v kavOotnTo TOuS Vo
etvan aveEdptmreg amd to hardware. Tao SunSPOT ypnowomoovv éva pikpd J2ME to
omoio tpéyel katevbeiav otov emelepyaot ywpig éva Agtrtovpykd cvotmuo. Kot to
J2ME xot ta SunSPOT givar avoiktov k®owka. Me tov 0po AOYIGHIKO GVOLKTOV
KOOWKO €VVOEITOL AOYIGHKO TOL 0moiov 0 mNyoiog KMOKas dwutifetanr elebBepa oe
aVTOVG TTOL BEAOLV VoL TOV EEETAGOVY, KON TPOTOTOGOVV 1] YPTGLUOTOGOVV GE GAAES
EPAPUOYEC. YTTAPYOLY TOAAEG SLOPOPETIKEG AOELESG YPNONG OV UTOPEL VO GLVOOELOVV TO
AOYIOHIKO OVOIKTOU KMOKO. X& YEVIKEG YPOUUES TO AOYIOUIKO OVOIKTOU KOOIKO OEV
onuaivel amapoitnta dwpedv AoYIoUkd, ovte gredBepo Aoyiopikd (cOHQOVO pE TOV
oplopd ov divel oto eAevBepo Aoyiopkd to Idpvpa EAedBepov Aoyiopikov), aArd
avagépetarl Kupimg oty ehevbepia Tov KAOE ¥pN ot vo eEETAGEL KOL VAL YPNGLULOTOMGEL

TNV YVOOT] KOl TIG QUVATOTNTES TTOL TOV TPOGPEPEL O KMOTKOG TPOYPOUUATIGHOV.
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Epyoieioa Avantogng

Avtifétog pe dAlo  ovotiuata, ot SUNSPOT ypnoteg pmopodv  vo
XPNOYLOTO0VV epyaireio avantuéng epappoymv 6nmg to NETBEANS 11 ECLIPSE yuo va

npoypoppatilovy T epapoyég mov embupel o xpnoTne.

Avvatotnte Khaipakoong(Scalability)

> 8
-

& &L

& L

e QD W &

8
X
&

> &8

{

OmoldNmoTe GLOKELY OLTNAG NG TE(VOAOYiOG uUmopel va givor wkovhy va
emnpedletor amd po HeYaAT KAMUAK®OOT(TOPAdELYLOTOS YAPT) OAOKAN POUEVO GLGTILOTO

amo £vav Emg YIAAdeg enelepyactés eite  abEnon o€ petabytes o yOPNTIKOTNTA).

27



28



3. 'evikn weprypoa@1] TOV GLOGTHNOTOG

To doxpaotikd cOLOTNHA TEPIAAUPAVEL

e 'Eva otafuo Baong
e Avo0 otafpovg elevBepnc mepLoyng

e 'Evav vroAoylot) cuvdedepévo pe 1o otabud Pdong

Ot dvo otabuol ehevBepng meployng tomobeTovVTOL G o TOPTO. XTI GLVEYELD O
KéBe €vag amd avutovg avoiyel éva kavdil emkowoviag pe 1o otabud Pdong. Aeol
eopatmBel 1 emkovovia petaéd TV otabumv eAehlBepng meployng pe to otabud Paong
EeKvaegL 1 AMOGTOAN dedOUEVOV emTdyLVONG TPOS TO oTaBd Bdong, Pdom TV omoiwv N
epoppoyn Oo mpoomabncer va avtiinebel av onuewwbnke mapafiocn Tov YOPOV.
EmumAéov Ba vrdpyet emioyn Aettovpyiog failover kata to v ektédeon g onoiog, o

évag otafpog elevBepng meproyng O pumaivel o KATAOTOOT £E0IKOVOUNONG EVEPYELAG,.
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W

1

IMeprypaei Aertovpyiog otaBpov ehevOepng meproyig

O otaBuoc erevBepnc meployng apov evepyomomBel 1 yivel reset Eexwvdet

aKoAovOn dadikacio:

Avotyel éva broadcast connection

Axovet ta dedopéva amd to broadcast pe oxond va Bpei ) devBvvon tov
otofpov Paong

MoMg yiver avtd, mpoomabel va avoifel €va Kavail dedOUEVOV UE TO
otafud Paong

Méoa amd avtd To KOVIA HETAPEPOVTOL Ol EVIOAES TOV oTafuol Pdong
TPOG T0 6TaBUO eAeVBEPN G TEPLOYNS

O otaBuog erlevbepng meployne Bo EeKtvnoel TV AmOGTOAN OE0OUEVODV
po¢ 10 otafuod Paonc 6ta AdPet amd Tov teEAevTaio TNV EVTOAN start

Edv xotd ™ didpkela g amootoAng oedopévav Anedel n evtoln stop o
otofuog ehevbepng mepoyng Oa pmel oe Asutovpyio eEokovounong
evépyelag(Deep Sleep) yia éva mpokaBopiopévo ypovikd ddotnuo. Metd
T0 TEAOG OVTOL TOL OlOCTNUOTOS 1) GLOKELN KAVEL reset Kol To

enavolappavel To Topandve Pripoto
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Initialization
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Command Data

Communication Thread CommunicationThread
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7N 7N

Start sending data / Acceleration Data

Wake Communication Loop

N S N

RN
Stop sending data /

Sleep
N S
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3.2 Ilepvypa@n Asrvtovpyiog ctaBpov faong

Avrtiototya, o otaudg faong axolovbel TV mopakdTo drodikacio:

e Avoiyet éva broadcast connection

e YtéAvel oto broadcast kavail T dievBvvon Tov

e Avoiyet éva kovai dedopévov o KaBe otabuo erehBepng meproymg

e Avéloya pe To user input oTéAvel EVIOAEG EvapENc/OloKOTNG OTOGTOANG
O€QOUEVOV TTPOG TOVG GTAOOVG eAeVBEPN G TTEPLOYNG

e AopuPdver kol Kotaypdeer To OEdOUEVO. TOL OTEAVOVTOL OO TOVG
otafpovg eAehBepng TEPLOYNG KOl AV Ol UETPNOELS €ivOl TAV® OTO TO

opto(threshold) pog evnuepavet ya mapaPiocn Tov ydpov

32



oV
k=
=
o
-
®)
=
-
@)
=
@)
Q
-
G
@)
@)
~=
4
o
Q%]
i
N
]

stations

Command

Communication Thread

Failover

Data Communication

Thread

33



Y XHMA AOKIMAXTIKHE EKTEAEXHZ
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4. Zopnepbopata

4.1 MopaTnpnoscig

Kotd 1 dudpkeld 100 SOKIHAOTIKOV, E€VOLLMPEPOV TOPOVGIOGOV Ol TOPOKATED

TOPAUETPOL:

e H evoioOnoia tov awcOntpov enttdyvvong tov eAévbepng meproyng
e H avtoyn g unatopiog v otafpumv eAedBepng meploymg

e  Ta yapaxmpiotikd g kb mOPTOG

e H wtepdtnTa 10U YOPOL

o  Xpnon emmAéov PETPOV AoPaAEiog

e Evdgydueva embécewv

e Awyeipnon Tov GuoTHHOTOG

e FEykotdotoon Tov GUGTHHOTOG

e  Dvuoikn Tpoctocio
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4.1.1 EvaweOnoio tTov awcOntipa

Ye yevikég Ypapés, 1 evoctncio tov aohntpa ivor pETPAL Yoo 0VTO TO GKOTO.
Aviloya pe TV €KAOTOTE TEPIOTOOT, APNVIVIOS TNV TOPTO EEKAEIdMTN VLIAPYEL
mBovotnTa T0 dvorypa vo yivel T060 OmOAG TOL VO PNV KOTOPEPEL VO TO OVIXVEDCEL O
awcOnmpoc. Eniong avdioyo pe v kabe mepintoon n evoaucnocio tov aicdnmpov Oa
npénet va puOuileTon Katd TV £€YKOTAGTACT TOL GUGTHLOTOG VI TNV KOADTEPT] amdKpLon

Kot peimon tov ekdotote false positives.

4.1.2 Avtovyn pratopiog

Me 1 ocwot) dwyeipnon tov ypOVOL TAPAUOVIS TV cvokev®v o deep sleep ot

oot peg pmopovv vo aviEEoVV PEPES YOPIg POPTIOT).
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4.1.3 Awoyeipnon ZvoTnpaTog

S AR TR Y EEaaaace.

Server address: A9FE.3B6A.0000.0F74 ...

Sensor 1 Battery %

\\ Sensor 2 Battery % |

Start

d
Jl

.

Me ™ ypnon tov dwbéoipov GUI g epappoyng mn oloyeipnon tov GLGTHUATOS

yiveTon ToAv amr).
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4.1.4 EykoatdoTtoon ZvGTNROATOG

[Na v egykatdotaocn Tov cvuetpatog givarl omapaitnto éva PC pe eykatestnuévo Ko
mpog pvlucpévo to mepPariov SunSPOT SDK. H eykatdotoon yivetor pe
@optmon tov kMoK ota SunSPOT tpéyovtag ta extedéoipa jar apyeio yio tov otadud
Baong Kot Tovg otadpovg eAevBepnC TEPLOYNG AVTIGTOTYOL.

Ye mepintoon mov ypeldleTol TAPOUETPOTOINOT) TOL KAOOWKO OTOLTEITOL EVvag MO
éumertpog developer pe yvooeig mpoypappaticpov java kot SunSPOT SDK yia va kavet
TIG amopaitnTeg AAAAYES 6TO OAO GUGTIUA.

4.1.5 ®vokég embéoerg

[Ipopavmdg edv o dlayelpnotg TOV GLOTHUATOG €ival KAKOBOLAOS ¥pPNoOTNG TOTE
Bpioketon oe Béon va Sokdyer TN Aguwtovpyio Tov ovotnuatog . Emiong edv
OTOL0GONTOTE KOKOPOVAOG XPNOTNG £€XEL PLGIKY TPOCPAUCT OMOLONTOTE GTLYUN OTO
cVoTNHO UTopel va SloTapdEel 1| Vo TOPUKAMYEL TO GOOTNUA. XMOTH TOToOETNGN TOL
GLGTHLOTOG KOl TEPLOPHOG TNG PLGIKNG TPOGPAONS G TPITOVG HTOPOVV VO TPOCPEPOVV
HoL EMTAEOV TPOCTAGIN

38



4.1.6 EmOéoerg emmédov O1kTOOV PE P10 VALKOD

Victim Web Server

MITM
Connection

Attacker

Edv o ev duvdper eicforéag £xel otn 0160e0m TOL TOV TNY0i0 KOSIKA TOV GLGTHHOTOS
Kot éva Egxoprotd o€t Sun SPOT, 101e vIdpyel mOAvOTNTO VO LTOPEGEL VO OAMMDOEL T
Aertovpylot TOL GLOTNUOTOG, TY OMEVEPYOTOLOVTAG TOVG oucntipeg M TPOKAAOVTOG
eniBeomn DoS (Denial of Service) 6to cvotnpa. ['a va arotpanel avtd To gvogyduevo, Ta
Sun SPOT mpoceépouvv emroyn kpuvmtoypaeng amo to SDK pe public/private key
encryption ®cte To dgdopéva vo Umopohv va dafactodv HdVo om0 TIC EMAEYUEVES

OLGKEVEC.

39



[Meviko copmepdopata Kol TPpoTaGELS

Ocov apopd TV acQAAEL VTOAOYIOTIKOV GLUOTNUATOV, TOTE OV €ivol EPIKTO v
eBovv pétpa aceareiog mov va Kabiotovv Eva chotnua ardopdnto. Avtd cvuPaivel
yw moAdovg Adyovc. T apyn m Oao@AAEW CLOTNHATOV &lvarl €vo TOALSLAGTOTO
aVTIKEIPEVO KOl KAOE HEHOVOUEVO GTOLXELO TOV OmOTEAEL £val GOGTNHO Uopel va KPOPeL
TOALA Keva ac@aleiog. Avtd pmopodv va Ppickovion oe omowdnmote touéa (buffer
overflows, routing poisoning, arp poisoning, keyloggers, sniffing, compatibility issues,
protocol stack attacks, rootkits, reverse engineering, etc) Kol vo. AELTOLPYGOLV
OLVOLUOTIKG VALY [LE TO OKOTO KOl TIG YVADGCELS TOV EKAGTOTE EMTIOEUEVOL.

Ot mep1ocdTepeg amd OVTEG TIC TEPIMTOGELS PERO0. LTOPOVV VO OVTILETOTIGTOVV UE
amAd TPOTO Y10 EVOL ATAO GUGTN U AGPAAEINS OTTOGVVOIEOVTOG TOV VTTOAOYLGTI GTOV 0010
ocvvoéetan pEc® usb o otabuog Paong amd omolodmote diKTLO.

AVTO OpmG dev Ba givarl EPIKTO G TEPITTMOT TOL TO GLYKEKPLUEVO GVOTN A ETEKTODEL
xpnoyomoldovtag Tig dlapopes java Piprlodnkes dote vo avoikel oe éva HEYOADTEPO
KEVIPIKOTOMUELO 1] KOTAVEUNUEVO cVGTNHA dtoyeipnong 6mov kb ydpog Ba umopet va
eAEYYETOL PEG® OKTVOL oveaptnTa amd T EVUoIKn Tomobesio Tov. Emiong dudpopeg
TEYVIKEG KOl GUVOLACHOT GUGTNUATOV UTOPOVV Vo EVIGYVCOVV T0 KABe cvotnua my. IP
cameras e object tracking software oe python pmopovv va cuvoloTOOV KOl VO
aAniemdpdacovy pécw tov sockets tov localhost 1 dwktvakd Odivoviag €va kdAo
TOPASELY LA Y1aL £VOL TO OAOKANPOUEVO SLASTKTLOKO GUGTILO ACPAAELRS XDPOV.
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Inyoaiog kwotkag Xt0oOpov Bdaong

SendDataDemoHostApplication.java

package org.sunspotworld.demo;

import com.sun.spot.io.j2me.radiogram.*;

import com.sun.spot.peripheral.ota. OT ACommandServer;

import java.io.IOException;

import java.text.DateFormat;

import java.text.SimpleDateFormat;

import java.util.Calendar;

import java.util.Date;

import java.util.Scanner;

import java.util.logging.Level;

import java.util.logging.Logger;

import javax.microedition.io.*;
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public class SendDataDemoHostApplication {

Date date;

GUI gui;

DatagramConnection connectionl,connection2,broadcastConn;

Datagram rDatagram1,rDatagram?2,broadcastDg;

String ourAddress;

DoorSensor sensorl, sensor2;

TCPServer ser;

int batteryLevell, batteryLevel2;

public void run() throws Exception {

date = new Date();

gui = new GUI();

gui.setVisible(true);

sensorl = new DoorSensor("0014.4F01.0000.619A");

sensor2 = new DoorSensor("0014.4F01.0000.5F80");

ourAddress = System.getProperty("IEEE_ADDRESS");//ADDRESS!!

gui.add("Server address: " + ourAddress + " ...");
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try {

broadcastConn =(DatagramConnection)

Connector.open("radiogram://broadcast:"+100);

broadcastDg = broadcastConn.newDatagram(50);// only sending 12 bytes of data

connectionl = (DatagramConnection)

Connector.open("radiogram://"+sensor1.address+":67");
rDatagram1 = connectionl.newDatagram(50);// only sending 12 bytes of data

connection2 = (DatagramConnection)

Connector.open("radiogram://"+sensor2.address+":68");

rDatagram? = connection2.newDatagram(50);// only sending 12 bytes of data

} catch (Exception e) {

System.err.println("Caught " + e + " in connection initialization.");

(new Thread(new BeaconRecThread())).start();
(new Thread(new ReceiveDataThread1())).start();
(new Thread(new ReceiveDataThread2())).start();

//(new Thread(ser=new TCPServer())).start();
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public class BeaconRecThread implements Runnable{

public void run(){

try {

while(true){

if(gui.getStartFlagl()){

broadcastDg.reset();

broadcastDg.writeUTF(sensor1.address+"start");

broadcastConn.send(broadcastDg);

gui.setStartFlag1 (false);

gui.add("command sent.. ");

else if(gui.getStartFlag2()){

broadcastDg.reset();

broadcastDg.writeUTF(sensor2.address+"start");

broadcastConn.send(broadcastDg);

gui.setStartFlag2(false);
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gui.add("command sent.. ");

else if(gui.getStopFlagl()){

broadcastDg.reset();

broadcastDg.writeUTF(sensor1.address+"stop");

broadcastConn.send(broadcastDg);

gui.setStopFlagl (false);

gui.add("command sent.. ");

else if(gui.getStopFlag2()){
broadcastDg.reset();
broadcastDg.writeUTF(sensor2.address+"stop");
broadcastConn.send(broadcastDg);
gui.setStopFlag2(false);

gui.add("command sent.. ");

broadcastDg.reset();

broadcastDg.writeUTF(ourAddress);

46



broadcastConn.send(broadcastDg);

//gui.add("Beacon sent..");

Thread.sleep(2000);

if(gui.getFailoverFlag()){

if(batteryLevel1>=DbatteryLevel2){

broadcastDg.reset();

broadcastDg.writeUTF(sensorl.address+"sleep");

broadcastConn.send(broadcastDg);

/I Thread.sleep(1000);

else if(batteryLevel 1 <batteryLevel2){

broadcastDg.reset();

broadcastDg.writeUTF(sensor2.address+"sleep");

broadcastConn.send(broadcastDg);

/[Thread.sleep(1000);
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} catch (Exception ex) { gui.add("Exception: "+ex);}

public class ReceiveDataThread] implements Runnable{

public void run(){

try {

while(true){

connectionl.receive(rDatagraml);

batteryLevell = rDatagram1.readInt(); // read the sensor value

gui.readBatteryLevell(batteryLevell);

/I if(batteryLevel==100){command="stop";gui.add("command sent..");}

double accelerationValue = rDatagram1.readDouble();

"non

String s = "ALARM! " + accelerationValue + " " + date.toString();

if(accelerationValue >= 0.001){ gui.add(s);//ser.getData(s);

"

/l gui.add(" BatteryLevel = " + batteryLevel + " Acceleration = " +

accelerationValue);
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} catch (Exception ex) { gui.add("Exception: "+ex);}

public class ReceiveDataThread2 implements Runnable{

public void run(){

try {

while(true){

connection2.receive(rDatagram?2);

batteryLevel2 = rDatagram2.readInt(); // read the sensor value

gui.readBatteryLevel2(batteryLevel2);

/I if(batteryLevel==100){command="stop";gui.add("command sent..");}

double accelerationValue = rDatagram?2.readDouble();

"non

String s = "ALARM! " + accelerationValue + " " + date.toString();

if(accelerationValue >= 0.001){ gui.add(s);//ser.getData(s);

"

/l gui.add(" BatteryLevel = " + batteryLevel + " Acceleration = " +

accelerationValue);

} catch (Exception ex) { gui.add("Exception: "+ex);}
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public class DoorSensor{

String address;

public DoorSensor(String addr){

address=addr;

public static void main(String[] args) throws Exception {

/I register the application's name with the OTA Command server & start OTA

running

OTACommandServer.start("SendDataDemo");

SendDataDemoHostApplication app = new SendDataDemoHostApplication();

app.run();
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GULjava

[*

* To change this template, choose Tools | Templates

* and open the template in the editor.

*/

package org.sunspotworld.demo;

import javax.microedition.io.Datagram;

[

* @author greg

*/

public class GUI extends javax.swing.JFrame {

Boolean startflagl,startflag2,stopflagl,stopflag2,failoverflag;

Vioka

* Creates new form GUI
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*/

public GUI() {

startflagl=false;

startflag2=false;

stopflagl=false;

stopflag2=talse;

failoverflag=false;

initComponents();

public boolean getFailoverFlag(){return failoverflag;}

public boolean getStartFlagl(){return startflagl;}

public void setStartFlagl(boolean flag){startflagl=flag;}

public boolean getStopFlagl(){return stopflagl;}

public void setStopFlagl(boolean flag){stopflagl=flag;}

public boolean getStartFlag2(){return startflag2;}

public void setStartFlag2(boolean flag){startflag2=flag;}

public boolean getStopFlag2(){return stopflag2;}
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public void setStopFlag2(boolean flag){stopflag2=flag;}

Vioka

* This method is called from within the constructor to initialize the form.

* WARNING: Do NOT modify this code. The content of this method is always

* regenerated by the Form Editor.

*/

public void readBatteryLevell (int 1vl){s1battText.setText(Integer.toString(lvl));

public void readBatteryLevel2(int 1vl){s2battText.setText(Integer.toString(Ivl));

@ Suppress Warnings("unchecked")

// <editor-fold defaultstate="collapsed" desc="Generated Code">

private void initComponents() {

JScrollPanel = new javax.swing.JScrollPane();

jTextAreal = new javax.swing.JTextArea();

jButtonl = new javax.swing.JButton();

slbattText = new javax.swing.JTextField();
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JSeparator] = new javax.swing.JSeparator();

jLabell = new javax.swing.JLabel();

jLabel2 = new javax.swing.JLabel();

s2battText = new javax.swing.JTextField();

slstartButton = new javax.swing.JButton();

slstopButton = new javax.swing.JButton();

s2stopButton = new javax.swing.JButton();

s2startButton = new javax.swing.JButton();

failoverButton = new javax.swing.JToggleButton();

setDefaultCloseOperation(javax.swing. WindowConstants. EXIT_ON_CLOSE);

jTextAreal .setEditable(false);

jTextAreal.setColumns(20);

jTextAreal.setRows(5);

jScrollPanel .setViewportView(jTextAreal);

jButtonl.setText("Clear");
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jButtonl.addActionListener(new java.awt.event.ActionListener() {

public void actionPerformed(java.awt.event.ActionEvent evt) {

jButtonl ActionPerformed(evt);

s

slbattText.addActionListener(new java.awt.event.ActionListener() {

public void actionPerformed(java.awt.event. ActionEvent evt) {

slbattTextActionPerformed(evt);

s

slbattText.addPropertyChangeListener(new java.beans.PropertyChangeListener() {

public void propertyChange(java.beans.PropertyChangeEvent evt) {

s1battTextPropertyChange(evt);

s

jLabell.setText("Sensor 1 Battery %");

56



jLabel2.setText("Sensor 2 Battery %");

s2battText.addActionListener(new java.awt.event.ActionListener() {

public void actionPerformed(java.awt.event.ActionEvent evt) {

s2battTextActionPerformed(evt);

s

s2battText.addPropertyChangeListener(new java.beans.PropertyChangeListener() {

public void propertyChange(java.beans.PropertyChangeEvent evt) {

s2battTextPropertyChange(evt);

s

s1startButton.setText("Start");

slstartButton.addActionListener(new java.awt.event.ActionListener() {

public void actionPerformed(java.awt.event.ActionEvent evt) {

s1startButtonActionPerformed(evt);
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s

sIstopButton.setText("Stop");

slstopButton.addActionListener(new java.awt.event.ActionListener() {

public void actionPerformed(java.awt.event.ActionEvent evt) {

slstopButtonActionPerformed(evt);

s

s2stopButton.setText("Stop");

s2stopButton.addActionListener(new java.awt.event.ActionListener() {

public void actionPerformed(java.awt.event.ActionEvent evt) {

s2stopButtonActionPerformed(evt);

s

s2startButton.setText("Start");

58



s2startButton.addActionListener(new java.awt.event.ActionListener() {

public void actionPerformed(java.awt.event.ActionEvent evt) {

s2startButtonActionPerformed(evt);

s

failoverButton.setText("Failover");

failoverButton.add ActionListener(new java.awt.event.ActionListener() {

public void actionPerformed(java.awt.event.ActionEvent evt) {

failoverButtonActionPerformed(evt);

15

javax.swing.GroupLayout layout = new

javax.swing.GroupLayout(getContentPane());

getContentPane().setLayout(layout);

layout.setHorizontal Group(

layout.createParallelGroup(javax.swing.GroupLayout.Alignment. LEADING)

.addGroup(layout.createSequential Group()
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.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment. LEADING)
.addGroup(layout.createSequential Group()

.addContainerGap()

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment. LEADING)
.addComponent(jScrollPanel)
.addComponent(jSeparatorl)))
.addGroup(layout.createSequential Group()

.addGap(115, 115, 115)

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment. LEADING,

false)

.addComponent(jLabell, javax.swing.GroupLayout. DEFAULT_SIZE,

javax.swing.GroupLayout. DEFAULT_SIZE, Short. MAX_VALUE)

.addComponent(jButton1, javax.swing.GroupLayout. DEFAULT_SIZE,

javax.swing.GroupLayout. DEFAULT_SIZE, Short. MAX_VALUE)

.addComponent(jLabel2, javax.swing.GroupLayout. DEFAULT_SIZE,

javax.swing.GroupLayout. DEFAULT_SIZE, Short. MAX_VALUE))
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.addPreferredGap(javax.swing.LayoutStyle.ComponentPlacement. UNRELATED)

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment. LEADING)

.addGroup(layout.createSequential Group()

.addComponent(s2battText,
javax.swing.GroupLayout. PREFERRED_SIZE, 46,

javax.swing.GroupLayout. PREFERRED_SIZE)

.addGap(18, 18, 18)

.addComponent(s2startButton)

.addPreferredGap(javax.swing.LayoutStyle.ComponentPlacement. UNRELATED)

.addComponent(s2stopButton))

.addGroup(layout.createSequential Group()

.addComponent(s1battText,
javax.swing.GroupLayout. PREFERRED_SIZE, 46,

javax.swing.GroupLayout. PREFERRED_SIZE)

.addGap(18, 18, 18)
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.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment. LEADING,

false)

.addGroup(layout.createSequential Group()

.addComponent(s1startButton)

.addPreferredGap(javax.swing.LayoutStyle.ComponentPlacement. UNRELATED)

.addComponent(s1stopButton))

.addComponent(failoverButton,
javax.swing.GroupLayout. DEFAULT_SIZE,

javax.swing.GroupLayout. DEFAULT_SIZE, Short. MAX_VALUE))))

.addGap(0, 239, Short. MAX_VALUE)))

.addContainerGap())

layout.setVerticalGroup(

layout.createParallelGroup(javax.swing.GroupLayout.Alignment. LEADING)

.addGroup(layout.createSequential Group()

.addContainerGap()
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.addComponent(jScrollPanel, javax.swing.GroupLayout. DEFAULT_SIZE,

213, Short. MAX_VALUE)

.addPreferredGap(javax.swing.LayoutStyle.ComponentPlacement. UNRELATED)

.addComponent(jSeparatorl, javax.swing.GroupLayout. PREFERRED_SIZE,

10, javax.swing.GroupLayout. PREFERRED_SIZE)

.addGap(18, 18, 18)

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout. Alignment. BASELINE

)

.addComponent(jButton1)

.addComponent(failoverButton))

.addGap(18, 18, 18)

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment. BASELINE

)

.addComponent(s1battText, javax.swing.GroupLayout. PREFERRED_SIZE,
javax.swing.GroupLayout. DEFAULT_SIZE,

javax.swing.GroupLayout. PREFERRED_SIZE)

.addComponent(jLabell)
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.addComponent(s1startButton)

.addComponent(s1stopButton))

.addPreferredGap(javax.swing.LayoutStyle.ComponentPlacement. RELATED)

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment. LEADING)

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout.Alignment. BASELINE

)

.addComponent(s2startButton)

.addComponent(s2stopButton))

.addGroup(layout.createParallelGroup(javax.swing.GroupLayout. Alignment. BASELINE

)

.addComponent(jLabel2)

.addComponent(s2battText,
javax.swing.GroupLayout. PREFERRED_SIZE,
javax.swing.GroupLayout. DEFAULT_SIZE,

javax.swing.GroupLayout. PREFERRED_SIZE)))

.addGap(14, 14, 14))
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pack();

H/ </editor-fold>

private void jButtonlActionPerformed(java.awt.event.ActionEvent evt) {
jTextAreal .setText(null);
slbattText.setText(null);

s2battText.setText(null);

private void s1battTextActionPerformed(java.awt.event.ActionEvent evt) {

// TODO add your handling code here:

private void s1battTextPropertyChange(java.beans.PropertyChangeEvent evt) {

// TODO add your handling code here:
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private void s2battTextActionPerformed(java.awt.event.ActionEvent evt) {

// TODO add your handling code here:

private void s2battTextPropertyChange(java.beans.PropertyChangeEvent evt) {

// TODO add your handling code here:

private void s2startButtonActionPerformed(java.awt.event.ActionEvent evt) {
// TODO add your handling code here:

setStartFlag2(true);

private void s1startButtonActionPerformed(java.awt.event.ActionEvent evt) {
// TODO add your handling code here:

setStartFlag](true);
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private void s1stopButtonActionPerformed(java.awt.event.ActionEvent evt) {

setStopFlagl(true);// TODO add your handling code here:

private void s2stopButtonActionPerformed(java.awt.event.ActionEvent evt) {
// TODO add your handling code here:

setStopFlag2(true);

private void failoverButtonActionPerformed(java.awt.event.ActionEvent evt) {
// TODO add your handling code here:
if(failoverButton.isSelected()) { failoverflag=true; }

else{failoverflag=false;}

Vioka

* @param args the command line arguments

*/
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public void add(String s){jTextAreal.append(s+"\n");}

// Variables declaration - do not modify

private javax.swing.JToggleButton failoverButton;

private javax.swing.JButton jButtonl;

private javax.swing.JLabel jLabell;

private javax.swing.JLabel jLabel2;

private javax.swing.JScrollPane jScrollPanel;

private javax.swing.JSeparator jSeparator];

private javax.swing.JTextArea jTextAreal;

private javax.swing.JTextField s1battText;

private javax.swing.JButton s1startButton;

private javax.swing.JButton s1stopButton;

private javax.swing.JTextField s2battText;

private javax.swing.JButton s2startButton;

private javax.swing.JButton s2stopButton;

// End of variables declaration
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SensorSampler.java

package org.sunspotworld.demo;

import com.sun.spot.io.j2me.radiogram.*;

import com.sun.spot.peripheral.Battery;

import com.sun.spot.peripheral.IBattery;

import com.sun.spot.peripheral.Spot;

import com.sun.spot.peripheral.radio.BroadcastConnectionState;

import com.sun.spot.peripheral.radio.LowPan;

import com.sun.spot.resources.Resources;

import com.sun.spot.resources.transducers.IAccelerometer3D;

import com.sun.spot.resources.transducers.ITriColorLED;

import com.sun.spot.resources.transducers.ILightSensor;

import com.sun.spot.resources.IResource;
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import com.sun.spot.util. Utils;

import java.io.IOException;

import javax.microedition.io.*;

import javax.microedition.midlet. MIDlet;

import javax.microedition.midlet. MIDletStateChangeException;

public class SensorSampler extends MIDlet {

DatagramConnection connection, broadcastConn;

Datagram broadcastDg, connectionDg=null;

TAccelerometer3D accelarationSensor;

IBattery battery;

String ourAddress;

String command;

ITriColorLED ledl = (ITriColorLED)Resources.lookup(ITriColorLED.class,

"LEDIH);
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ITriColorLED

HLEDzn);

ITriColorLED
"LED3");
ITriColorLED
"LED4");
ITriColorLED
"LED5");
ITriColorLED
HLED6H );
ITriColorLED

"LED7");

ITriColorLED

"LEDS8");

led2

led3

led4

led5

led6

led7

led8

(ITriColorLED)Resources.lookup(ITriColorLED.class,

(ITriColorLED)Resources.lookup(ITriColorLED.class,

(ITriColorLED)Resources.lookup(ITriColorLED.class,

(ITriColorLED)Resources.lookup(ITriColorLED.class,

(ITriColorLED)Resources.lookup(ITriColorLED.class,

(ITriColorLED)Resources.lookup(ITriColorLED.class,

(ITriColorLED)Resources.lookup(ITriColorLED.class,

protected void startApp() throws MIDletStateChangeException {

connection = null;

connectionDg = null;
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broadcastConn = null;

broadcastDg = null;

accelarationSensor =

(TIAccelerometer3D)Resources.lookup(IAccelerometer3D.class);

battery =(IBattery) Spot.getInstance().getPowerController().getBattery();

ourAddress = System.getProperty("IEEE_ADDRESS");//ADDRESS!!

System.out.println("Starting sensor sampler application on " + ourAddress + " ...");

// Listen for downloads/commands over USB connection

new com.sun.spot.service.BootloaderListenerService().getInstance().start();

try {

nit();

} catch (IOException ex) {ex.printStackTrace();}
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public void init() throws IOException{

System.out.println("Initializing...");
String remote Addr = null;

String packet = null;

try {

System.out.println("Opening broadcast conection...");
broadcastConn = (DatagramConnection) Connector.open("'radiogram://:100");

broadcastDg =

broadcastConn.newDatagram(broadcastConn.getNominalLength());
}catch (Exception e) {

System.err.println("Caught " + e + " in broadcast connection initialization.");

System.out.println("Broadcast conection ok...");
System.out.println("Listening for remote address...");

setLightsBlue();
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setAllLightsOn();

while(remote Addr==null){

broadcastConn.receive(broadcastDg);

packet=broadcastDg.readUTF();

if(packet.endsWith("start")ll(packet.ends With("stop"))ll(packet.endsWith("sleep"))){ Syst

em.out.println("wrong packet retrying"); }

else {remoteAddr=packet;}

System.out.println("received address: "+remoteAddr);

try {

System.out.println("Establishing conection...");

if(ourAddress.endsWith("5F80")){ connection = (DatagramConnection)

Connector.open("radiogram://"+remote Addr+":68"); }

else{connection = (DatagramConnection)

Connector.open("'radiogram://"+remoteAddr+":67"); }

connectionDg = connection.newDatagram(connection.getNominalLength());

}catch (Exception e) {
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System.err.println("Caught " + e + " in connection initialization.");

notifyDestroyed();

System.out.println("Ready");
setLightsGreen();
setAllLightsOn();
Utils.sleep(3000);
setAllLightsOff();

(new Thread(new ReceiveBroadcastThread())).start();

public class ReceiveBroadcastThread implements Runnable{
final SendDataThread datasend = new SendDataThread();
public void run(){
System.out.println("Entering command loop...");

while(true){
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command = null;

try{

broadcastConn.receive(broadcastDg);

command = broadcastDg.readUTF(); } catch(Exception e){ }

System.out.printin(command);

synchronized(datasend){

if(command.equalslgnoreCase(ourAddress+"start"))

System.out.println("Start command found! Starting data loop...");

datasend.resume();

System.out.println("Data loop started!");

else if(command.equalsIgnoreCase(ourAddress+"stop"))

System.out.println("Stop command found! Stoping data loop if already

started...");

datasend.suspend();

System.out.println("Data loop stopped.");
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else if(command.equalsIgnoreCase(ourAddress+"sleep"))

System.out.println("Sleep command found!");

try {

connection.close();

broadcastConn.close();

} catch (IOException ex) {ex.printStackTrace();}

Utils.sleep(20000);

notifyDestroyed();

public class SendDataThread implements Runnable{

private boolean suspendFlag,sleepFlag;
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Thread dataThread;

public SendDataThread(){

dataThread = new Thread(this,"data");

dataThread.start();

public void run(){

suspendFlag=true;

sleepFlag=false;

try {

while(true){

synchronized(this){

while(suspendFlag){

setLightsRed();

setAllLightsOn();

wait(); }

synchronized(this){

while(sleepFlag){



sleepFlag=false;

Utils.sleep(20000);

Utils.sleep(100);

int batteryLevel=0;try{batteryLevel =

"

battery.getBatteryLevel(); }catch(Exception e){System.err.printin("Caught " + e + " in

battery level reading"); batteryLevel=100;}
setLightsBattery();
setBatteryLights(batteryLevel);
double accelerationReading = accelarationSensor.getAccelZ();
connectionDg.reset();
connectionDg.writeInt(batteryLevel);
connectionDg.writeDouble(accelerationReading);
connection.send(connectionDg);

System.out.println("Sending data: battery "+batteryLevel+" - accel:

"+accelerationReading);

} catch (Exception ex) {System.out.println("Exception: "+ex);}
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public synchronized void resume() { suspendFlag=false;notify();}

public synchronized void suspend(){suspendFlag=true;notify();}

public synchronized void sleepNow() { sleepFlag=true;notify();}

public void setBatteryLights(int level){
if
(level<16){led1.setOn();led2.setOff();led3.setOff();led4.setOff();led5.setOff();led6.setOf

£();led7.setOff();led8.setOff(); }

else
if(level>15&&level<31){ledl.setOn();led2.setOn();led3.setOff();led4.setOff();led5.setOf

£();led6.setOff();led7.setOff();led8.setOff(); }

else
if(level>31&&level<46){led].setOn();led2.setOn();led3.setOn();led4.setOff();led5.setOff

0;led6.setOff();led7.setOff();1led8.setOff(); }

else
if(level>45& &level<57){led1.setOn();led2.setOn();led3.setOn();led4.setOn();led5.setOff

0;led6.setOff();led7.setOff();1led8.setOff(); }

else
if(level>56 & &level<68){led1.setOn();led2.setOn();led3.setOn();led4.setOn();ledS.setOn(

);led6.setOff();led7.setOff();1led8.setOff(); }
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else
if(level>67& &level<79){led1.setOn();led2.setOn();led3.setOn();led4.setOn();led5.setOn(

);led6.setOn();led7.setOff();led8.setOff(); }

else
if(level>78& &level<90){led1.setOn();led2.setOn();led3.setOn();led4.setOn();led5.setOn(

);led6.setOn();led7.setOn();led8.setOff(); }

else
if(level>89& &level<101){led1.setOn();led2.setOn();led3.setOn();led4.setOn();led5.setO

n();led6.setOn();led7.setOn();led8 .setOn();}

public void
setAllLightsOn(){led1.setOn();led2.setOn();led3.setOn();led4.setOn();ledS.setOn();led6.s

etOn();led7.setOn();led8 .setOn();}

public void
setAllLightsOff() {led1.setOff();led2.setOff();led3.setOff();led4.setOff();ledS.setOff();led

6.setOff();led7.setOff();led8 .setOff();}

public void setLightsBattery(){

led1.setRGB(255, 0, 0);

led2.setRGB(255, 0, 0);

led3.setRGB(0, 255, 0);
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led4.setRGB(0, 255, 0);

led5.setRGB(0, 255, 0);

led6.setRGB(0, 255, 0);

led7.setRGB(0, 255, 0);

led8.setRGB(0, 255, 0);

public void setLightsGreen(){

led1.setRGB(0, 255, 0);

led2.setRGB(0, 255, 0);

led3.setRGB(0, 255, 0);

led4.setRGB(0, 255, 0);

led5.setRGB(0, 255, 0);

led6.setRGB(0, 255, 0);

led7.setRGB(0, 255, 0);

led8.setRGB(0, 255, 0);

public void setLightsBlue(){

led1.setRGB(0, 0, 255);
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led2.setRGB(0, 0, 255);

led3.setRGB(0, 0, 255);

led4.setRGB(0, 0, 255);

led5.setRGB(0, 0, 255);

led6.setRGB(0, 0, 255);

led7.setRGB(0, 0, 255);

led8.setRGB(0, 0, 255);

public void setLightsRed(){

led1.setRGB(255, 0, 0);

led2.setRGB(255, 0, 0);

led3.setRGB(255, 0, 0);

led4.setRGB(255, 0, 0);

led5.setRGB(255, 0, 0);

led6.setRGB(255, 0, 0);

led7.setRGB(255, 0, 0);

led8.setRGB(255, 0, 0);
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protected void pauseApp() {

/I This will never be called by the Squawk VM

protected void destroyApp(boolean arg() throws MIDletStateChangeException {

/I Only called if startApp throws any exception other than

MIDIletStateChangeException
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