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53 Test 4, 5.8 GHz WPA.
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upstream-downstream

WPA/WPA2 GHz GHz.

3.11 Overhead WLAN

overhead
IEEE

throughput

roaming
VoIP Access Points
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hand-off

IEEE 802.11g  Mbps

gigabit

throughput).

Overhead

overhead

RARDIUS server

throughput
bandwidth

throughput Qcheck throughput)

1000 Kbytes server
throughput throughput

overhead

overhead TCP UDP

1. Cisco 2000 Series Wireless Controller 

2. Cisco 1000 Series Access Point 
3. Cisco 1200 Series Access Point 

4. Cisco 1300 Series Outdoor Bridge 
5. Cisco Wireless LAN Client Adapters 

6. Cisco 3500 XL Series Switch 
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Cisco 3500CL switch

Ethernet backbone. servers, WLAN controller access point

switch. laptops

RF.

laptops servers

 
57 laptops & servers.

Microsoft Windows

Cisco a/b/g PCMCIA
laptops linux-compatible drivers

CCMP server 
Windows 2003 Server Edition Service Pack 1 laptops 

Windows XP Professional Service Pack 2. 
throughput Qcheck

74 

 



 

throughput
overhead

laptop testing server
server laptop

throughput

throughput.

 
58

 

 
59

60

75 

 



 

laptop#1 server laptop#2 
throughput

overhead

-

 
61 .

 
62 .
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dBm. 
laptop testing. server#2 server
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68 4.

bit WEP

TKIP
overhead, CCMP

WEP.

802.11 

SOHO routers AP, 
overhead throughput

 

 



 

WEP, TKIP, CCMP octets

data frame
32 bits

CCMP hardware AP
(client TKIP

throughput.  TKIP software
update WEP hardware

TKIP

data stream. WEP seeds

TKIP WEP, 
Michael overhead.

3.12 a/b/g.

7. WPA-

8. WPA2-Personal - Preshared Key
(PSK).

9. WPA-Enterprise TKIP Protected EAP
RADIUS Server.

10. WPA2-Enterprise AES-CCMP Protected EAP
RADIUS Server.
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Communications
Processor MHz

WPA-Personal
WPA2-Personal.

MSP2007 
-

2003 Server
Enterprise Edition domain controller, DNS server, RADIUS server, 

Certification Authority client
VAIO VGN-FE11S Sony (CPUs Intel Centrino Duo

1,84GHz, RAM 1GB NIC Intel PRO/Wireless
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ZTI Ethereal Network Analyzer 0.99.0 .

 

 



 

 
70 Ethereal Network Analyzer.

Access Points Wireless NICs

SSID Broadcast Enable

Channel / Frequency 11 / 2.462MHz

Mode 802.11g only

Data Rate 54 Mbps

WMM Support Disable

RTS Threshold 2347 bytes

Fragmentation Length 2346 bytes

Beacon Interval 100ms

DTIM Interval 1

Preamble Type Short
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0bytes.

RADIUS server Certification Authority

dministrator.

:

Add or Remove Programs
Add/Remove Windows Components

 

 



 

Certificate Services

Enterprise root CA
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Application Server -> Details

Internet Information Services
Networking Services -> Details

Internet Authentication Service

Active Directory Users and Computers

Computers-> Client (xkzlap)-> Properties
Remote Access Permission

Dial-in -> Allow Access
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:

Built-in New -> Group
Group Name: ( .) WirelessUsers

Group Scope: Global
Group Type: Security

Internet Authentication Service
RADIUS Client -> New RADIUS Client

Friendly Name FWG114P)

Client Vendor: RADIUS Standard
Shared Secret: Access-Challenge

Authentication Port Number: 1812, 1645 ( )

 

 



 

Accounting Port Number: 1813, 1646

Remote Access Policies
Access Method: Wireless

User or Group Access: WirelessUsers
Authentication Methods: Protected EAP
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79 AP.

Default Domain Security Settings

Public Key Policies
Automatic Certificate Request

Certificate Templates: localserver.local.xkzachos.net

Trusted Root Certification Authorities
Action -> Import

File name: localserver.local.xkzachos.net_xkzcert.crt

 

 



 

 
80

:

Start -> Run -> mmc
File -> Add/Remove Snap-in

Standalone -> Certificate Templates -> Add
User -> Duplicate Template

Template Name: WirelessAccess ( )

 

 



 

 
81 Certificate Template.

Certification Authority
Certificate Templates

New -> Certificate Template to Issue
Enable Certificate Template ->WirelessAccess

 
82 Certificate Template.
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Start ->Run -> mmc

File ->Add/Remove Snap-in
Standalone-> Certificates -> Add

Computer Account: Local Computer
Certificates

Personal-> All Tasks ->Import -> File name: xkzachos.crt

Trusted Root Certificate Authority -> All Tasks-> Import-> File name: xkzcert.crt
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Network Authentication: WPA / WPA2
Data Encryption: TKIP / AES

The key is provided for me automatically ( Enterprise)
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Enable IEEE 802.1x authentication for this network

EAP Type: Protected EAP (PEAP)
3Validate server certificate



Connect to these servers: localserver.local.xkzachos.net

Trusted Root Certification Authorities: xkzcert
Authentication Method: EAP-MSCHAP v2

Automatically use my Windows logon name and password

84 EAP.

.
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85 Netstumbler.
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88 WLAN Netgear 
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PSK (- -2,25%).
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downlink uplink throughput path loss n

n chipsets.
Netgear WNE854T Marvell Top Dog D-Link DIR-655 

XSPAN Atheros Netgear WNR835Vv

Broadcom Intensi-fi Netgear WNR835Vv
100Mbps WAN LAN Ethernet Ports gigabit

Ethernet.

 

 



 

 
103 Downlink Throughput- 20Mhz bandwidth.

Mbps TCP/IP
throughput up down

out of the box”, 

bandwidth 20MHz
802.11b g.
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